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ABSTRACT

ThistopicdescribesCloudComputinginSmartHome.“Cloud”Computingislatestbuzzwordofthe moment  and
everyoneusingit.Cloudcomputingisamodelforalloweverywherenetworkaccesstoasharedpoolofconfigurablecompu
tingresources.Intheinitiatemethod,thearchitecturecollectsandstoreshomeapplianceinformationusingCloudComput
ingandsendstheinformationtothecloudserverforstorageandmanagement.Furthermore,the  Cloud ~ Computing
provides plentiful network resource, and guarantees the users data security. Cloud computing and storage
solutions provide users and enterprises with various capabilities to store and processtheirdatainthird-
partydatacenters.Nowadaysthesmarthomeisaconceptofthewidespreadcomputing.Characteristicsandcomponentsof
laaSareutilitycomputingservicesandbillingmodel,automationofadministrativetasks,dynamicscaling,desktopvirtual
ization,policy-based services and internet connective. Cloud computing technology analyzes processes the
information and also provides virtualization services to users.
Duetoheavyloadinlocalcomputersystemanditisverydifficultfortheuserstoobtaintheinformationofthesmarthomecon
cept. ThistopicreviewthesmarthomestructurebasedonCloudcomputing,whichhelpstoreducelocalassignmentandthe
usersobtaintheinformationofthesmarthome.

Keyword—Cloud computing, smart home

l. INTRODUCTION . CLOUDCOMPUTNGSERVICES

Cloud Computing is an innovative technology
that is transform the way we do computing. In cloud -
computing, the word cloud (also phrased as" the Software as a Service
cloud") is used as a metaphor for" the Internet,” so the
phrase  cloud computingmeans"atypeofinternet-
basedcomputing. Themainconceptofcloudcomputingis
thatwedon'tbuythehardware,oreventhesoftware,wenee
danymore,ratherwerentsomecomputationalpower,stora infrastructure as a Service
ge,databases,andanyotherresource.

Cloudcomputingmakeourinvestmentsmallerandor

Platform as a Service

ientedtooperationsratherthantoadvantageacquisition.B Private Public Community
utthereismuchmorethanthatCloudcomputingreferstoth Clouds Clouds Clouds
edeliveryofcomputingresourcesoverthelnternet.\When
youstoreyourphotosonlineinsteadofonyourhomecomp Hybrid
:J(;ceer,orusewebmalIoraareusmga cloudcomputing”serv Clouds

TheconceptofCloudComputingisbasedonacollecti
onofmanyoldandfewnewideasinseveralresearchfieldsl
ikeService-Oriented Architectures (SOA), distributed
and grid computing as well as virtualization. A
saresult,cloudmodeliscomposedoffiveessentialcharact
eristics,threeservicemodels,andfourdeploymentmodel
s.[3,4]

Figurel:Cloudcomputingstructure

A. SoftwareasaService(SaaS):
Itsimplymakesuseofawebbrowsertoaccesssoftwar
e.AtSaaSlevelusersdonothavecontroloraccesstoun
derlyinginfra structure being used to host the
software.

e ASaaSprovidergivessubscriberaccesstobothresou
rcesandapplications.

e Google Docs is a popular example that use the
SaaS model of cloudcomputing.
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. PlatformasaService(PaaS):

e Theapplicationaredevelopedusingasetofprogram
minglanguageandtoolsthataresupportedbyPaaSpr
ovider.

o JustliketheSaaSmodel,usersdonothavecontrolorac
cesstotheunderlyinginfrastructurebeingusedtohost
theirapplicationatthePaaSlevel.

e  PaaSprovidergivessubscribersaccesstothecompon
entsthatthey
requiretodevelopandoperateapplicationovertheint
ernet.GoogleAppEngineisapopularPaaSexample.

C. Infrastructureasa Service(laaS):

o Wheretheusersacquirecomputingresourcessuchas
processingpower,memoryandstoragefromanlaaS
provider and use resource storun on their
applications.

o laaSgivesusersmoreflexibilitythanPaaSitallowthe
usertodeployanysoftwarestackontopoftheoperatin
gsystem.

o  Flexibilitycomeswithacostandusersareresponsibl
eforupdatingtheoperatingsystematthelaaSlevel. A
mazonWebServicesEC2andS3arepopularlaaSexa
mples.

CharacteristicsandcomponentsoflaaSinclude:
Utilitycomputingserviceandbillingmodel.
Automationofadministrativetasks.
Dynamicscaling.

Desktopvirtualization.
Policy-basedservices.

Internetconnective

Sk winE

Infra structure as a Service like Amazon Web
Services provides virtual server instances with unique
IPAddressesandblocksofstorageondemand.Customers
usetheprovider'sapplicationprograminterface(API)tost
artandstopaccessandconfiguretheirvirtualserversandst
orage.

[4.2]

1. CLOUDCOMPUTNGMODELS
A. Privatecloud:
Acloudthatisusedexclusivelybyoneorganization. T
hecloudmaybeoperatedbytheorganizationitselforathir
dparty.Aprivatecloudisavirtualizeddatacenterthatopera
teswithinafirewall.Privatecloudsaremoreexpensiveand
moresecurewhencomparetopubliccloud.

B. Publiccloud:
Apubliccloudisacloudcomputingmodelinwhichse

rvices,suchasapplicationsandstorageareavailable

forgeneraluseover Internet.Public cloud

requiredsignificantinvestmentandusuallyownedbylarg
ecorporationsuchasMicrosoft, GoogleorAmazon.

C. Hybridcloud:

Ahybridcloudisamixtureofpublicandprivatecloud
s.Hybridcloudallowscloudburstingtotakeplacewhereap
rivatecloudcanburst-out to a public cloud when it
require smoreresources.

D. Community cloud:

Acloud isshared by several organizations and is
usually setup for their specific requirements.
Community clouds are hybrid form of private clouds
built and operated specifically for at argeted group.
PaaSprovidergivessubscribersaccesstothecomponentst
hattheyrequiretodevelopandoperateapplicationoverthe
internet.[7]
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Figu re2:Cloudcom'putingdepioymentmodels

V. HISTORY

1. Cloudcomputingisbelievedtohavebeeninventedby
JosephCarlRobnettLickliderin
the1960s.However,KurtVonnegutreferstoacloud"
thatdoesalltheheavythinkingforeverybody"inhisb
00k"SirensofTitan"publishedin1959.

2. Sincethesixties,cloudcomputinghasdevelopedalon
ganumberoflines,withWeb2.0beingthemostrecent
evolutionHowever,sincetheinternetonlystartedtoo
ffersignificantbandwidthinthenineties,cloudcomp
utingforthemasseshasbeensomethingofalatedevel
oper.

3. Oneofthefirstmilestonesinhistorywasthearrivalof
Salesforce.comin1999,whichpioneeredtheconcept
ofdeliveringenterpriseapplicationsviaasimple
website.
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4. ThenextdevelopmentwasAmazonWebServicesin
2002,whichprovidedasuiteofcloud-based services
in cluding storage, computation and even
humanintelligence  through  the  Amazon
Mechanical Turk. Then in 2006, Amazon launch
editsElasticComputecloud(EC2)asacommercialw
ebservicethatallowssmallcompaniesandindividual
storentcomputersonwhichtoruntheirowncomputer
applications[10].

V. SYSTEMARCHITECTURE
Cloudcomputingarchitectureisthesystemsdesigno
fthesoftwaresystemscontainedinthedeliveryofcloudco
mputingwhichusuallyinvolvesmultiplecloudcompone
ntscollaboratingwitheachotheroveralooseconnectorme
chanismsuchasamessagingqueue.Cloudreferstothe
components and sub componentsessential for cloud
computing.
Thesecollectivecomponentsusuallyconsistofahard

ware(servers,storageandband width), Infrastructure
(Internet, Intranet and Intercloud), platforms
(software framework), application or frontend

(thickorthinclientormobiledevice).
Thefrontandbackendsareconnectedthroughanetw
ork,normallyvialnternetbymeansofadeliverysystem.T
hediagrambelowillustratesthegraphicaldescriptionofcl
oudcomputingarchitecture[6].
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Figure3: Cloud computing System Architecture [9]

A. Hardware

O

Hardwaremeansaphysicalpartofthecomputer.Buth
ereitisthepartofacloudcomputingarchitecture,com
prisingalltheresourcesrequiredtodelivercloud-
computingservices

A
system’sbackendmeanshardwarecanbemadeupofa
numberof
baremetalservers,datastoragefacilities,virtualmac
hines,asecuritymechanism,andservices,allbuiltinc
onformancewithadeploymentmodel,andalltogethe
rresponsibleforprovidingaservice.

Infrastructure
Aninfrastructureissecondstepincloudcomputingar
chitecturemodel.Inwhichhardwareprovidestorage,
serversandotherinfrastructurecomponentsonbehal
foftheapplicant.
Infrastructurealsoprovidershostusers'applications
andhandletasksincludingsystemmaintenance,resil
iencyandbackupplanning.
Infrastructureplatformsofferhighlyscalableresour
cesthatcanbeadjustedon-
demand. Thismakesinfrastructurewell-
suitedforworkloadsthataretemporary,experimenta
lorchangeunexpectedly.
ThehardwareandInfrastructurecomeunderlaaS

Platforms
Cloudcomputingcalledasamongmanydifferentthin
gs,"platformasaservice."Thisspecificnamereprese
ntstotheclientordeveloper,acloudcomputingservic
elookslikea"virtualsystem"onwhichapplicationsar
edevelopedorrun.
Someplatformssupportonlypubliccloudcomputing
serviceuse,otherssupportonlythecreationofprivate
cloudsandafewsupportamixofboth.
Cloudcomputingresourcesbothpublicandprivatem
ayhavetomakeadecisiononwhichspecificcloudco
mputingplatformtouse.
Thewrongchoicecouldnegativelyimpacteveryone
involved, S0
it'simportanttolookatthechoicescarefullyandconsi
dershort-andlong-termissuesinyourdecision.
Thereareanumberofopensourcecloudcomputingto
ols,andseveraloftheseworktogetherwithcloudservi
cesalreadyavailable. TheseincludeEucalyptus,Nim
busandHadoop.

Application
Thisisthevisibleinterfacethatcomputerusersorclie
ntsencounterthroughtheirweb-
enabledclientdevices.
Butitshould be
cloudcomputingsystems
willusethesameuserinterface.Applicationcomesun
derSoftware-as-Service(SaaS)[4]

clear herethatnotall
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VI.  VI.CHARACTERISTICS

A. On-demandcapabilities

Abusinesswillsecurecloud-

hostingservicesthroughacloudhostproviderwhichc

ouldbeyourusualsoftwarevendor.

e Youhaveaccesstoyourservicesandyouhavethepow
ertochangecloudservicesthroughanonlinecontrolp
anelordirectlywiththeprovider.

e Youcanaddordeleteusersandchangestoragenetwor
ksandsoftwareasneeded.
Typically,youarebilledwithamonthlysubscription
orapay-for-what-you-usescenario.

e  Termsofsubscriptionsandpaymentswillvarywithea
chsoftwareprovider.

. Broadnetworkaccess:

e Yourteamcanaccessbusinessmanagementsolution
susingtheirsmartphones,tablets,laptops,andofficec
omputers.

e Theycanusethesedeviceswherevertheyarelocated
withasimpleonlineaccesspoint.

e  Thismobilityisparticularlyattractiveforbusinessess
othatduringbusinesshoursoronoff-
times,employeescanstayontopofprojects,contracts
,andcustomerswhethertheyareontheroadorintheoff
ice.

e  Broadnetworkaccess

includesprivatecloudsthatoperatewithinacompany

’sfirewall,publicclouds,orahybriddeployment.

C. Resourcepooling:

e Thecloudenablesyouremployeestoenterandusedat
awithinthebusinessmanagementsoftwarehostedint
hecloudatthesametime,fromanylocation,and
atanytime.

e Thisis an attractivefeature
formultiplebusinessofficesandfieldserviceorsalest
eamsthatareusuallyoutsidetheoffice.

D. Rapidelasticity:

e Ifanything,thecloudisflexibleandscalabletosuityo
urimmediatebusinessneeds.

e Youcanquicklyandeasilyaddorremoveusers,softw
arefeatures,andotherresources.

. Measuredservice

e  Goingbacktotheaffordablenatureofthecloud,youo
nlypayfor what youuse.

e Youandyourcloudprovidercanmeasurestorageleve
Is,processing,bandwidth,andthenumberofuseracc
ountsandyouarebilledappropriately.

e The amountofresourcesthatyou mayuse
canbemonitoredandcontrolledfrombothyoursidea
ndyourcloudprovider’ssidewhichprovidestranspar
ency.[2,5]

VIl.  VII.CLOUDCOMPUTNGSECURIT
YISSUES
In the last few decade, cloud computing has
grown from being a bright business concept to one of
the
fastestgrowingsectorinthel Tindustry.Now,economicd
eclinecompaniesare growingly realizing that simply
by tappingin to the cloud they can gain fast grow up
to best-Of-breed business applications or effective
boost their infrastructure resources, all at negligible
cost.
Butbyevolvingasmoreandmoreinformationonindi
vidualsandcompaniesisplacedinthecloud,concernsareb
eginningtogrowaboutjusthowsafeanenvironmentitis. T
heprovidermustensurethattheirInfrastructureissecurea
ndthattheirclients,data&applicationareprotected.
Whiletheusermusttakemeasuretoprotecttheirappli
cationandusestrongpasswordandauthenticationmethod
.Therearesomesecurityissuesincloudcomputing,which
areasfollows.
Security
Privacy
Reliability
Legallssues
OpenStandard
Compliance
Freedom
Long-termViability[2]

IOTMTMOUOmP

v

Computing [

Security gy

Issues

1 Legallssues

Figure4:Cloudcomputingsecurityissues[2]

VIII. PROTOCOL

InthetodayworldofCloudComputing,DataSecurity
isamajorissue.Weallareawarethat,DatainInternet/Clou
dshouldbe storedin encryptedform.
Encryptionhelpstoprotectdatafrombeingcompromised.
Encryptionhelpstoprotectdatafromanyunauthorizedac
cess, thatisbeingtransferredaswellasdatastoredintheclo
ud.
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A. Datasecurity

Sinceall thedata istransferred
usinglInternet,datasecurityisofmajorconcernincloud.
Herearedkeymechanismsforprotectingdatamechanism
slistedbelow
1. Access
2. ControlAuditing
3. Authentication
4.  Authorization

Alloftheservice models shouldincorporatesecurity
mechanismoperatinginallabove-mentionedareas.

B. IsolatedaccesstoData.
Sincedatastoredincloudcanbeaccessedfromanywh

ere,thereforetoprotectthedata, Enterprisemusthave

amechanismtoisolatedatafromdirectclientaccess.

BrokeredCloudStorageAccess is one of

theapproachesforisolatingstorageincloud.Inthisapproa

ch,twoservicesarecreated

o  Abrokerwithfullaccesstostoragebutnoaccesstoclie
nt.

e  Aproxywithnoaccess
tostoragebutaccesstobothclientandbroker.[3,10]

IX. APPLICATION

Nowadays,weusewebtechnologywhichdeliversig
nalswhichcanhelp to control electrical devices
connected to the Internet which enable the users to
control the many where.
ThisnewgenerationtechnologyistheintegrationofCloud
ComputingandSmartHomeCloudComputingisthedeliv
eryofcomputingasaserviceratherthanaproduct.

A. SystemArchitecture

e  TheuserscanaccessthesystemthrougharemotePCo
rsmartphoneconnectedtothelnternet. Thedesigned
userinterfacetocontrolandmonitorthesystemisawe
bbasedapplicationwhichisinstalledinthecontroller.

e Thesaidcontrollertransmitsthesignalstotheelectric
alswitchesinterface. Thisinterfacetogetherwiththec
ontrollerusesacodingprotocol(allswitchedon/alls
witchedoff/-stateperport)forcommunication.

e  Thesystem’swebsitedisplaystheelectricity.Consu
mptioninformation
andthisinformationcamefromthemonitoringinterf
acewhichgetsitsdatafromthesubmeter’ssignal. Toe
nsurethereliability
ofservice,thecontroller,interface,andloadareallcon
nectedtotheUninterruptablePowerSupply(UPS).

e  SmartHomeElectricityManagementSystem(SHE
MS)compliesthefeaturesneededinfacilitatingtheco
ntrolofElectricalsystemremotely.

e ltcanshareresources,software,andinformationtoco
mputersandotherdevicesasautilityoveranetwork(t
ypicallythelnternet).

Mostofmultinationalcompaniesareusingthistechn
ologyprimarilytocutcosts.Thistechnologyprovidesreso
urcesandinfrastructureasasourceratherthancapitalexpe
nditurethatwouldmitigatetheinstitution’soutlayonresou
rces.

IBMsaidthat“Cloudcomputingishelptoreduceby4
Opercentthecostsinhardwareandsoftwaremaintenance,
whichmakeuparound30percentofatypicalcompany’sop
erationalexpenses”.[1,3,8]

. TheDevelopedSystem

e  Thissystemismade
byMarvinR.Garciaandhisteamthroughthistopic.la
monlypromotetheuseofSmartHomeconcept.

e  TheSmartHomeElectricityManagementSystemUs
ingCloudComputing(SHEMS)consistsofa
hardware
interface,ControllerWebsiteandthesoftwareapplic
ationformonitoringtheelectricalswitchcontrol.

e Thedevelopedsystemisintegratedwithelectricityfl
owswitcheswhichcontroltheapplianceswitchingo
nandswitchingoffremotely.

e  Thisfeaturemayencouragehouseholdstobewatchfu
lonenergyconsumption.

e  Thesaidsystemcanshut outaccessfrom
anyonewhowillattemptandexploreitwithnorecogni
zedcode.

e  ThismechanismprotectsSHEMSfromthosewhowi
litrytogainunauthorizedaccessthatwillviolateitsse
curity,interfereitsavailability,dataintegrityanditsc
onfidentiality.[1]
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Figure5.SystemArchitectureofSmartHomeElectricity

Management System using Cloud Computing
(SHEMS) [1]

C. SmartHomeProtocols
e  Smarthomedevicescanbefragmentedwiththeuseof
variousproprietaryprotocolsandstandardswhosein
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tegrationisverydifficulttobeachieved.

e  Themostimportantproblemtosolveforsmarthomee
nvironmentstructureistheintegrationandinteropera
bilityamongdifferentvariousdevices.

o  Alltheheterogeneousdevicesareconnectedtolntern
et.Moreover,asmarthomemayincludelCTdevices
withIPcommunicationandnon-
ICTones,suchassensorsdeviceswithnon-
IPcommunication.[8]

X. CONCLUSION
Inastudyoftheresearchliteraturesurroundingcloudc
omputing,Ifoundthatthereisadistinctfocusontheneedso
fthescientificcomputingcommunity.Bigl Tcompaniesar
ealsobuildingtheirownversionofcloud.Butstillthereare
manyquestionhaveleft withoutananswerandindeedthe
mostimportant oneissecurity.
WiththeadvancementofCloudtechnologiesrapidly,
thereis a new need for tools to study and analyze the
benefits of the technology and how best to apply the
technology to large-scaled applications. The
proposedmethodconsiderstheschedulingproblemasthe
assignmentprobleminmathematicswherethecostmatrix
givesthecostofatasktobeassignedintoaresource.
Herecosthasheenconsideredascreditortheprobabil
isticmeasurementthusonlytheprocessingtimeofajobisn
otbeengivenimportancebuttheotherissuesareconsidere
dsuchastheprobabilityofaresourcetobefreesoonafterex
ecuting a task so that it will be available for other
waiting job.
Jobwhichhasthehighestprobabilitytogetaresourcea
swellastheresourcewhichfitshetterforajobisassignedin
amannerthatoneresourcegetonejobatatime.Also
byusingCloud ComputinginSmart Home,weavoid
lossofelectricitywhichhelpinfuture.
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